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Appendix ‘A’

Retention of Records – Financial Matters
Appendix ‘B’

Retention of Records – (Manuscript and Computer Based) 

Appendix ‘C’

Data Protection Act 1998 – Requests for the Supply of Information by Data Subjects
(iii)

1.
Introduction

1.1
This paper sets out the thoughts and policies of The Rosie Crane Trust with regard to the processing of both manuscript and computer generated records detailing personal data.

2.
The Data Protection Act 1998

2.1
The Data Protection Act 1998, administered by the Information Commissioner, governs the keeping of computer-based records showing personal data.  Manuscript records and certain specified functions are not covered by the Act, for example:


(a)
staff administration, including payroll, purposes;


(b)
advertising, marketing and public relations;


(c)
accounts and records. 

2.2
Although there is no need to notify the Information Commissioner of exemptions nevertheless there is still an obligation to comply with the provisions of the legislation. 



2.3
With or without compulsion the Trust would seek to notify the Information Commissioner of its intention to comply with data protection requirements.  This is in accordance with the wish of the Trustees that the operations of The Rosie Crane Trust should be open, honest and transparent.

2.4
Risk assessment



Besides desiring to handle data and all communications sensitively and professionally The Rosie Crane Trust is aware of the risks of not doing so.  These include damaging the reputation of the Trust.  This in its turn may lead to needy persons declining to turn to The Rosie Crane Trust for help.  Additionally, it is likely that a loss in reputation would impair the ability of the Trust to gain volunteer support, donors and vital funds.
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2.5
Breaches of data protection policy

The Trustees will take a serious view of any infringements of the policies expressed in this document.  Should any person engaged with the Trust disregard directions, this could lead to disciplinary proceedings and dismissal.

2.6
Evidence of notification


The Rosie Crane Trust’s Registration number supplied by the Information Commissioner’s Office is PZ9825888.

2.7
Responsibilities of the Trustees


Responsibilities falling under the Data Protection Act come under the direct supervision of all the Trustees.  However, the Chair of the Trustees will have a special responsibility for ensuring compliance and as a point of contact for the Information Commissioner.

2.8
Terminology


To help with understanding and administering data protection procedures it is worth noting the full meaning of some important and central expressions:

(i)
Data Controller – means a person who (either alone or jointly in common with other persons) determines the purposes for which, and the manner in which, any personal data are, or are to be, processed.


N.B.


The Chair of the Trustees is the Data Controller for The Rosie Crane Trust assisted by all the other Trustees.

(ii)
A Data Subject is an individual who is the subject of personal data.

(iii)
Data Classes – types of data being or to be processed.
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(iv)
Recipients – individuals or organizations to whom the Data Controller intends or may wish to disclose data.

2.9
Continuous professional development


Every effort will be made to ensure that obligations under the Data Protection Act are met.  Also that the Information Commissioner’s Register is kept up-to-date to reflect the data handled by the Trust.  Further, the approach The Rosie Crane Trust will adopt towards data protection is one of continuous, developmental learning.  The Trust hopes to improve the way it operates year in and year out with the ‘Objects’ of the Trust always in mind.

3.
Important data protection principles 

3.1
There are eight important data protection principles that The Rosie Crane Trust must comply with and these are listed and expanded upon below.

3.2
Data must be fairly and lawfully processed 


The Rosie Crane Trust must and will process information in accordance with the Data Protection Act and in compliance with the law.  Abiding to rules and recognized best practice will ensure fair treatment.  

3.3
Data must be processed for limited purposes
The Trustees must ensure that data is collected only for the purposes it is intended for and no other reason.

3.4
Data collected should be adequate, relevant and not excessive

Data collected must be sufficient for purposes for which it is being collected.  It should not contain excessive or irrelevant information.  It should remain focussed upon exactly what is required and nothing else.
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3.5
Data accuracy


Collected data must be supportive of the reasons for which it is being collected.  The content should be factual and evidential rather than rely on supposition and guess work. 

3.6
Data must not be kept longer than necessary


The keeping of irrelevant records is pointless and could incur criticism.  This matter is dealt with under data security in Section 4 below.

3.7
Data must be processed in accordance with the Data Subject’s rights


The rights of data subjects must be to the fore at all times.  Obeying data protection law and the directions contained in this policy paper should ensure that rights are protected.  No one engaged in any way with The Rosie Crane Trust should use information outside these parameters or for improper reasons.


Improper use may lead to a person being dismissed from association with the Trust.

3.8
All information gathered about individuals will be regarded as confidential.  The Trust will remain open to lawful scrutiny.  Data Subjects with legitimate claims, must have unobstructed access to information recorded about them.  This means that those helping the Trust with its Objects must remain professional at all times in the way they handle information.

3.9
Data must be held securely


Data security is covered fully in Section 4 below.

3.10
Data must not be transferred to countries outside the European Economic Area without adequate protection


It is unlikely that The Rosie Crane Trust will seek to transfer information outside the European Economic Area.  Should this become the case the Trustees must be consulted.
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4.
Sensitive personal data

4.1
The Data Protection Act 1998 describes ‘sensitive personal data’ as information relating to the Data Subject’s:


(a)
racial or ethnic origin;


(b)
political opinions;


(c) 
religious or other similar beliefs


(d)
trade union membership;


(e)
physical or mental condition;


(f)
sexual life;


(g)
commission or alleged commission of an offence, and

(h)
proceedings against a Data Subject for an offence committed or alleged to have been committed; the disposal of proceedings or sentence arising from such proceedings.

5.
Security of data

5.1
Compliance
Compliance with data protection principles means that the Trust 

must ensure that all its paper and computer based records are both secure and properly regulated.  The Data Protection Act governs the Trust’s actions, as does this complementary policy paper.  The Trustees will take a serious view of any transgressions.

5.2
The sensitivities of Data Subjects must be borne in mind along with the need for security and confidentiality.  Only relevant information will kept and then only for as long as it is required.
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5.3
Security is as much a matter for individual operators as it is for the Trustees.

5.4
Only those who require access to the information should have it made available to them.  As well as excluding people from outside of the Trust, practice should exclude Trust helpers unconcerned with the information involved.

5.5
Access by Data Subjects’ to information is discussed in Section 6 below.


5.6
Computer held records
Insofar as computer held data is concerned the following precautions should be taken:

5.7
Physical security

(i)
computers, hard and software, and ancillary supporting equipment, should be kept in secure conditions, in a secure room, within a secure building.

N.B.

Currently The Rosie Crane Trust does not have dedicated accommodation and data holders hold information at their own homes.  This places a special onus on those collecting data, whether manually or electronically, to comply with the directions contained in this policy paper.

(ii)
when carried away from secure accommodation, hand held and lap-top computers should be within easy reach of their users at all times; 

(iii)
hand held and lap-top computers carried in vehicles should be removed by the driver when he or she leaves the vehicle; 

(iv)
in no circumstances should a hand held or lap-top computer be left on open display or unattended in a 
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vehicle except perhaps (in exceptional circumstances) in a locked boot or similar vehicle storage area.

5.8
Computer information security
Computers require electronic protection.  This would include:

(a)
installing ‘Anti-Spy Ware’ to prevent outsiders from finding out what purpose an operator is using a computer for;

(b)
installing ‘Anti-Virus’ software to combat the intrusion of computer viruses;

(c)
installing ‘Firewall’ software as a barrier to unwanted computer traffic;

(d)
creating a unique password known only to the operator or operators;

(e)
backing-up information held on a computer using an independent source e.g. ‘floppy disk’ or ‘CD Rom’.

5.9
Other computer security considerations –

(i)
Operators using computers should concentrate on producing factual, evidence based entries.  This is professional and reduces the possibility of unnecessary challenges to computer records.  

(ii)
The removal of out-of-date information reduces the risk of embarrassing The Rosie Crane Trust.  Therefore, only essential records should be kept and be subject to regular review and ‘weeding’.  

(iii)
Circulation of information should be limited only to those who have a need to see or use it.

(iv)
Information that is ‘secret’, ‘confidential’ or ‘personal’ should be so endorsed as a warning that the material must be used with discretion and great care.  Consideration should be given to placing really sensitive material in a locked, fire and waterproof metal safe
7

(v)
When a computer is disposed of it must be ‘wiped clean’ of The Rosie Crane Trust data.

5.10
Paper based records
The model for handling computer records also applies largely to the keeping of paper records.  Therefore, it is worth repeating and amending the procedures for computers to suit paperwork considerations.  

5.11
Physical security
(a)
paperwork should be kept in secure conditions, in a secure room, within a secure building.

N.B.

Currently The Rosie Crane Trust does not have dedicated accommodation and data holders hold information at their own homes.  This places a special onus on those collecting data, whether manually or electronically, to comply with the directions contained in this policy paper.

(b)
when carried away from secure accommodation, paperwork should be within easy reach of users at all times; 

(c)
paperwork carried in vehicles should be removed by the driver when he or she leaves the vehicle; 

(d)
in no circumstances should paperwork be left on open display or unattended in a vehicle except perhaps (in exceptional circumstances) in a locked boot or similar vehicle storage area.

5.12
Other paperwork security considerations 
(i)
Persons using paper records should concentrate on producing factual, evidence based entries.  This is professional and reduces the possibility of unnecessary challenges to computer records.  
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(ii)
The removal of out-of-date information reduces the risk of embarrassing The Rosie Crane Trust.  Therefore, only essential records should be kept and be subject to regular review and ‘weeding’.  

(iii)
Circulation of information should be limited only to those who have a need to see or use it.

(iv)
Information that is ‘secret’, ‘confidential’ or ‘personal’ should be so endorsed as a warning that the material must be used with discretion and great care.  Considerations should be given to placing really sensitive material in a locked, fire and waterproof, metal safe.

(v)
Duplicate copies should be held where information is of significant importance.  Ideally duplicate paper work should be held in a separate place to originals.

(vi)
When no longer required data should be shredded and not put in its original form into dustbins or other disposal units.  Incineration is another option if readily available.

5.13
Computer held and manuscript records – retention periods
Retention periods for both computer-based and handwritten records are shown at Appendix ‘A’ and Appendix ‘B’.

6.
Requests for information from Data Subjects

6.1
Entitlement 

A Data Subject is entitled to be made aware of:

(i)
personal data of which they are the subject (The Rosie Crane Trust does not differentiate between computer held and manuscript records);


(ii)
the purposes for which the data is being used;

(iii)
the recipients or classes of recipients to whom data is being disclosed, and to 
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(iv)
have communicated to him or her in an intelligible form, details of data collected together with information on the source of the data if this is available.

6.2
 Additionally a Data Subject is entitled to:

(v)
gain court approval to order a Data Controller to correct, remove or destroy inaccurate records based on inaccurate or erroneous information;

(vi)
ask a Data Controller not to handle information that causes undue damage or distress;

(vii)
tell a Data Controller not too involve them (the Data Subject) in direct marketing procedures resulting in for example, unsolicited mail;

(viii)
object to automated decision making, that is where there is no human input;

(ix)
claim compensation though the courts for breaches of the Data Protection Act;

(x)
ask the Information Commissioner to investigate alleged breaches of the Act by the Data Controller.

6.3
Requests for information
Data Subjects must request information, in writing,
 on what is being stored about them.  A Data Subject may make her or his approach for example, by letter, e-mail or fax.

6.4
Payment
The Data Protection (Subject Access)(Fees and Miscellaneous Provisions) (Amendment) Regulations 2001 permit a charge of up to £50 for the supply of a ‘permanent copy of information’.  However, in the spirit of openness, the Rosie Crane Trust will not 
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charge for the supply of information unless a request requires excessive administrative work.  The Trustees must be consulted in such cases but the desire to minimise a charge must still prevail.  In no circumstances must the £50 limit be breached.

6.5
Verification of application
A Data Controller does not have to comply with a request if the information supplied by an applicant is insufficient and leaves his or her identity in doubt.  Equally, an applicant must be able to supply sufficient information to locate the data in question.  However, wherever possible The Rosie Crane Trust will endeavour to resolve apparent difficulties.

6.6
Doubts over the supply of information
Instances may arise where a Data Controller is unable to supply particular data without revealing another person’s identity.  In such cases the Data Controller need not disclose the information.  That is unless the other person concerned has given their consent or in the circumstances it is reasonable to do so.  However, this does not prohibit the passing of other available information if it alone does not reveal the other person’s identity.

6.7
Requests for information – action to be taken

When the Trust receives written requests for information the 

following action will be taken:

(a)
reasonable steps must be taken to ensure that the applicant and the application is genuine; 

(b)
requests should be acknowledged immediately and must be dealt with without undue delay and in no circumstances beyond a 40 day limit;
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(c)
applications should be evaluated to establish whether or not the request for information is permissible – where there is doubt the Trustees should be consulted (legal help may be required);

(d)
a fee, if any, should be considered bearing in mind the Trust’s no fee approach;

(e)
a file containing a record of transactions must be kept by the Trust; each record being signed by the person 

handling a request which should be countersigned by the Chair of the Trustees.


N.B.


See  ‘Data Protection Act 1998 - Requests for the Supply of Information by Data Subjects’ – Appendix ‘C’.

7.
Business continuity plan

7.1
Identifying key personnel
In the event of a fire or other disaster it is essential that the Trust should still be able to operate successfully.  Following the security advice set out in Section 5 above will help enormously.


However, the most important records are those referring to the people The Rosie Crane Trust is aspiring to help and the Trust’s financial records.  This assessment means that Telephone ‘Listening Ear’ Operatives, the ‘Drop-in-Centre’ Organizer and Treasurer are key to safeguarding the continuing operations of The Rosie Crane Trust.

7.2
Telephone ‘Listening Ear’ Operatives and the ‘Drop-in-Centre’ Organizer

It is likely that the ‘Listening Ear’ Operatives and the ‘Drop-in-Centre’ Organizer will retain strong recollections of the persons they are assisting.  Additionally, the risk of information being lost is reduced by the fact that the operatives and the organizer operate from different venues.  Ideally, completed logs and attendance register forms should be stored in a safe, fireproof, flood-proof receptacle.
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7.3
Treasurer
The Treasurer should keep back-up records in a secure manner away from the original entries, i.e. in a locked, fire and waterproof, metal safe.  See also, Section 5.9 (iv) and 5.12 (iv) above.

8.
Supervision

8.1
The Chair of the Trustees in particular, along with all the other 

Trustees will be responsible for ensuring that the policy put forward in this document is effective.

8.2
Should breaches of policy occur the Trustees will ensure that appropriate corrective action follows them.  This may involve simply changing procedures, offering advice to those involved or at worst asking persons to leave the Trust.

9.
Training

9.1
The Rosie Crane Trust’s data protection policy will be included in its ‘in-house’ training programmes.  Also, policy will be introduced to persons volunteering to carry out certain functions involving data protection considerations.

10.
Legal advice

10.1
When in doubt about the correctness of their actions under data protection legislation, the Trustees should seek the help of the Information Commissioner or obtain legal advice.  Similarly the Data Protection Act does not sit alone in dealing with people’s rights with regard to communications.  Therefore, the Trust must investigate the ways in which it decides to use information to ensure that the law is not broken or individual rights infringed.

11.
Conclusion

11.1
If followed closely the data protection policy espoused by The Rosie Crane Trust should present few or any problems.  Professional and personal integrity are key to success. The Trustees will view any negligent or wilful misconduct seriously.
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Appendix ‘A’

Retention of Records

Financial Matters

Details of retention periods for key financial information.
This table was published in the Charity Commission News - Issue 13
Autumn 2000 and is reproduced with the kind permission of Buzzacott Chartered Accountants.

	Purchase invoices and supplier documentation



	 
	 

	Document type Required
	Retention period

	 
	 

	Payments cash book or record of cheque payments
	6 years

	Purchase ledger 
	6 years

	Invoice - revenue
	6 years

	Invoice - capital items 
	10 years

	Successful quotations for capital expenditure
	Indefinitely

	Petty cash records 
	7 years

	Other quotations
	6 years

	
	

	Income/Monies received
	 

	 
	 

	Bank paying in counterfoils
	6 years

	Bank statement
	6 years

	Receipts cash book 
	10 years

	Sales ledger 
	10 years

	Remittance advices 
	6 years

	Bank reconciliations
	6 years

	Deeds of covenant 
	12 years

	Correspondence re donations 
	3 years

	 
	 

	Other documents
	 

	 
	 

	Investment certificates 
	Indefinitely

	Investment ledger
	Indefinitely

	Fixed assets register
	Indefinitely

	 
	 

	Agreements: 
	Under seal - 12 years after expiry

	 
	Other - 6 years after expiry

	With suppliers 
	 

	Leases
	 

	Rental and HP
	 

	Licensing agreements
	 

	Indemnities and guarantees
	 

	Loan agreements
	 


Appendix ‘B’

Retention of Records

Manuscript Records

	Nature of Record
	Retention

Period


	Remarks

	Financial Records
	See Appendix ‘A’


	

	Telephone ‘Listening Ear’ Operatives Logs


	Two years or until such time as the caller no longer requires help 


	Statistical information is required for the Annual Report



	A ‘Drop-in-Centre’ Organizer’s Log
	Two years or until such time as the caller no longer requires help 


	Statistical information is required for the Annual Report

See also computerized case history files

	Case History Files


	Two years or until such time as the caller no longer requires help


	See also computer based case history files

	‘Drop-in-Centre’ Visitor Attendance Register


	2 years
	Statistical information is required for the Annual Report

	Nature of Record
	Retention

Period


	Remarks

	Feedback from persons using the services of The Rosie Crane Trust


	Two years
	

	Feedback (instant or follow-up) following on from training delivery 


	Two years
	

	Minutes of Trustees’ meetings – including A. G. M. s 

(original notes)


	Indefinitely
	

	Completed volunteer application forms


	Five years after the applicant has left The Rosie Crane Trust if successful

One year if the applicant is not successful


	

	Nature of Record
	Retention

Period


	Remarks

	Selection interview notes


	Five years after the applicant has left The Rosie Crane Trust if the applicant is successful

One year if the applicant is unsuccessful


	

	Volunteer performance appraisal forms
	Five years after the volunteer

has left The Rosie Crane Trust

 
	

	Complaints
	Five years


	

	Data Protection Act requests for information


	Five years
	

	Volunteer training records


	Five years after the volunteer has left The Rosie Crane Trust


	

	Volunteer records (general)
	Five years after the volunteer

has left The Rosie Crane Trust


	

	Nature of Record
	Retention

Period


	Remarks

	Miscellaneous correspondence


	Regular weeding
	Miscellaneous correspondence




Computer Based Records

	Nature of Record
	Retention

Period


	Remarks

	Financial records
	See Appendix ‘A’


	

	Case History Files
	Two years or until such time as the caller no longer requires help


	See also manuscript based case history files

	Feedback from persons using the services of The Rosie Crane Trust


	Two years
	

	Minutes of Trustees’ meetings (including 

A. G .M. s)


	Indefinitely
	Minutes of Trustees’ meetings (including 

A. G .M. s)



	Volunteer performance appraisal forms
	Five years after the volunteer has left The Rosie Crane Trust


	

	Complaints
	Five years


	

	Nature of Record
	Retention

Period


	Remarks

	Data Protection Act requests for information


	Five years
	

	Volunteer training records
	Five years after the volunteer has left The Rosie Crane Trust


	

	Volunteer records

(general)


	Five years after the volunteer has left The Rosie Crane Trust


	

	Details of Trustees


	Two years after departure of Trustee from The Rosie Crane Trust


	

	Details of regular financial supporters


	Out-of-date entries to be deleted every two years


	

	News Letter
	Indefinitely


	

	Nature of Record
	Retention

Period


	Remarks

	Circulation list for News Letter


	Out-of-date entries to be deleted when copies of the letter are no longer required


	

	Register of Business Interests


	Indefinitely
	

	Annual Report


	Indefinitely
	

	Financial Report


	Indefinitely
	

	Annual Audit


	Indefinitely
	

	The Rosie Crane Trust generated reports  


	Five years unless required for a longer period


	

	Policy documents and instructions


	Until such time as policy is altered or ceases then retain for two years


	

	Feedback including from The Rosie Crane Trust web site


	Two Years
	

	Miscellaneous correspondence


	Regular weeding
	


Appendix ‘C’

Rosie Crane Trust

Supporting Bereaved Parents

Registered Charity No. 1117923

Data Protection Act 1998 – Requests for the Supply of Information by Data Subjects

	Date request received in 

writing
	Applicant

Name address

E-mail/Fax

Telephone/Mobile
	Does applicant appear genuine?


	Details of information requested
	Details of information 

and date supplied 
	Fee charged 

(if any)

	
	
	
	
	
	


	Remarks:




Signature of person completing form:   …………………………
 Signature of Chair of Trustees:  …………………………  

� For a fuller explanation see Information Commissioner, Notification Handbook: A Complete Guide to Notification, DP/HANDBOOK/1103/50K, p. 23


� Quoted from the Notification Handbook: A Complete Guide to Notification, p. 25





� See also, the Notification Handbook: A Complete Guide to Notification, p. 37


� The Data Protection Act 1998, Part I, Preliminary, Section 2


� The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(1)


� Information Commissioner’s website, ‘Your Rights – The Data Protection Act’


� The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(2)(a)


� See also, The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(2)(b)	


� See also, The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(3)


� See also, The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(2)(4) to (8)


� See also, The Data Protection Act 1998, Part II, Rights of Data Subjects and Others, Section 7(8) and (10)





Amended March 2012


